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Reading 3.6: Amazon Relational Database
Service

What Is Amazon RDS?

Amazon RDS enables you to create and manage relational databases in the cloud without the operational burden of
traditional database management. For example, if you sell healthcare equipment and your goal is to be the number-
one seller in the Pacific Northwest, building out a database doesn’t directly help you achieve that goal though having a
database is necessary to achieve the goal. Amazon RDS helps you offload some of this unrelated work of creating and
managing a database. You can focus on the tasks that differentiate your application, instead of infrastructure-related
tasks such as provisioning, patching, scaling, and restoring. Amazon RDS supports most of the popular relational
database management systems, ranging from commercial options, open source options, and even an AWS-specific
option. Here are the supported Amazon RDS engines.

+ Commercial: Oracle, SQL Server
=+ Open Source: My5QL, PostgreSQL, MariaDB

+ Cloud Native: Amazon Aurora

Engine options

Engine type Info

Amazon Aurora O MysSQL MariaDB
&+
25
PostgreSQL Oracle Microsoft SQL Server

@ ORACLE 7861 server

Note: The cloud native option, Amazon Aurora, is a MySQL and PostgreSQL-compatible database built for the cloud. It
is more durable, more available, and provides faster performance than the Amazon RDS version of MySQL and
PostgreSQL. To learn more about Amazon Aurora, view the Amazon Aurora FAQs 4.

Understand DB Instances

Just like the databases that you would build and manage yourself, Amazon RDS is built off of compute and storage. The
compute portion is called the DB (database) instance, which runs the database engine. Depending on the engine of the
DB instance you choose, the engine will have different supported features and configurations. A DB instance can
contain multiple databases with the same engine, and each database can contain multiple tables. Underneath the DB
instance is an EC2 instance. However, this instance is managed through the Amazon RDS console instead of the
Amazon EC2 console. When you create your DB instance, you choose the instance type and size. Amazon RDS supports
three instance families.

= Standard, which include general-purpose instances

= Memory Optimized, which are optimized for memory-intensive applications

« Burstable Performance, which provides a baseline performance level, with the ability to burst to full CPU usage.

DB instance size

DB instance class Info
Choose a DB instance class that meets your processing power and memory requirements. The DB instance class options below are
limited to those supported by the engine you selected above.

© standard classes (includes m classes)
Memory Optimized classes (includes r and x classes)
Burstable classes (includes t classes)

db.m5.xlarge
4vCPUs 16 GiB RAM  EBS: 3500 Mbps

The DB instance you choose affects how much processing power and memory it has. Not all of the options are available
to you, depending on the engine that you choose. You can find more information about the DB instance types in the
resources section of this unit. Much like a regular EC2 instance, the DB instance uses Amazon Elastic Block Store (EBS)
volumes as its storage layer. You can choose between three types of EBS volume storage.

= General purpose (S5D)

« Provisioned IOPS (S5D)

« Magnetic storage (not recommended)

Storage

Storage type Info
General Purpose (S5D) v

Allocated storage
100 | GiB

(Minimum: 20 GiB, Maximum: 65536 GiB) Higher allocated storage may improve |0PS performance.

Work with Amazon RDS in an Amazon Virtual Private Cloud

When you create a DB instance, you select the Amazon Virtual Private Cloud (VPC) that your databases will live in. Then,
you select the subnets that you want the DB instances to be placed in. This is referred to as a DB subnet group. To
create a DB subnet group, you specify:

+ The Availability Zones (AZs) that include the subnets you want to add

+ The subnets in that AZ where your DB instance are placed

The subnets you add should be private so they don't have a route to the internet gateway. This ensures your DB
instance, and the cat data inside of it, can only be reached by the app backend. Access to the DB instance can be
further restricted by using network access control lists (ACLs) and security groups. With these firewalls, you can control,
at a granular level, what type of traffic you want to allow into your database. Using these controls provide layers of
security for your infrastructure. It reinforces that only the backend instances have access to the database.

Use AWS Identity and Access Management (IAM) Policies to Secure Amazon RDS

Network ACLs and security groups allow you to dictate the flow of traffic. If you want to restrict what actions and
resources your employees can access, you can use IAM policies.

Back Up Your Data

You don’t want to lose any of that precious cat information. To take regular backups of your RDS instance, you can use:

+« Automatic backups

* Manual snapshots

Automatic Backups

Automated backups are turned on by default. This backs up your entire DB instance (not just individual databases on
the instance), and your transaction logs. When you create your DB instance, you set a backup window that is the period
of time that automatic backups occur. Typically, you want to set these windows during a time when your database
experiences little activity because it can cause increased latency and downtime.

You can retain your automated backups between 0 and 35 days. You might ask yourself, “Why set automated backups
for 0 days?” The 0 days setting actually disables automatic backups from happening. Keep in mind that if you set it to 0,
it will also delete all existing automated backups. This is not ideal, as the benefit of having automated backups is
having the ability to do point-in-time recovery.

RDS » Automated backups

Active Retained
Active backups (1) C || Actions a
Restore to point in time
Q :
DB Name & Earliest restorable time v Latest restorable time v Engine ¥ Encrypted
o database-1 Wed Jul 22 2020 14:09:41 GMT-0700 Wed Jul 22 2020 14:09:41 GMT-0700 mysgl Yes

If you restore data from an automated backup, you have the ability to do point-in-time recovery. Point-in-time recovery
creates a new DB instance using data restored from a specific point in time. This restoration method provides more
granularity by restoring the full backup and rolling back transactions up to the specified time range.

Manual Snapshots

If you want to keep your automated backups longer than 35 days, use manual snapshots. Manual snapshots are similar
to taking EBS snapshots, except you manage them in the RD5 console. These are backups that you can initiate at any
time, that exist until you delete them.

For example, to meet a compliance requirement that mandates you to keep database backups for a year, you would
need to use manual snapshots to ensure those backups are retained for that period of time.

If you restore data from a manual snapshot, it creates a new DB instance using the data from the snapshot.

Snapshots
Manual System Shared with me Public Backup service Exports in Amazon 53
Manual snapshots (1) | ﬂ Actions ¥ Toke snapshot
Q 1 ®
Snapshot name v DB instance or cluster ¥ Snapshot creation time
testing-manual-snapshot databasze-1 -

Which Backup Option Should | Use?

The answer, almost always, is both. Automated backups are beneficial for the point-in-time recovery. Manual
snapshots allow you to retain backups for longer than 35 days.

Get Redundancy with Amazon RDS Multi-AZ

When you enable Amazon RDS Multi-AZ, Amazon RDS creates a redundant copy of your database in another AZ. You
end up with two copies of your database: a primary copy in a subnet in one AZ and a standby copy in a subnetin a
second AZ.

The primary copy of your database provides access to your data so that applications can query and display that
information.

The data in the primary copy is synchronously replicated to the standby copy. The standby copy is not considered an
active database, and does not get queried by applications.

To improve availability, Amazon RDS Multi-AZ ensures that you have two copies of your database running and that one
of them is in the primary role. If there's an availability issue, such as the primary database losing connectivity, Amazon
RDS triggers an automatic failover.

When you create a DB instance, a domain name system (DNS) name is provided. AWS uses that DNS name to failover to
the standby database. In an automatic failover, the standby database is promoted to the primary role and queries are
redirected to the new primary database.

To ensure that you don’t lose Multi-AZ configuration, a new standby database is created by either:

« Demoting the previous primary to standby if it's still up and running
« Orstanding up a new standby DB instance

The reason you can select multiple subnets for an Amazon RDS database is because of the Multi-AZ configuration.
You'll want to ensure that you have used subnets in different AZs for your primary and standby copies.

Resources:

External Site: AWS: Working With Backups [

External Site: AWS: Amazon RDS Backup and Restore [4

External Site: AWS: Creating and Using an 1AM Policy for IAM Database Access [£

External Site: AWS: Amazon Virtual Private Cloud VPCs and Amazon RDS [£
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