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Connecting to GitHub via HTTPS

< Previous

Next >

When using Github via the Coursera platform, it is required to authenticate using a Personal Access Token over HTTPS.

A Personal Access Token is a special password that you use instead of your actual account password. When you're

finished using the token, you can revoke it so that it can no longer be used. It is also possible to set an expiry time for

the token. This helps to keep your account secure.

Generate a Personal Access Token

We now need to set up our Personal Access Token.
Step 1: Log in to Github

Step 2: Click on the profile icon in the top right of the screen and select Settings.
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Step 3: On the Settings screen, on the left-hand side click Developer Settings.
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Step 4: On the Developer Settings screen, click Personal access tokens. Under that, click on Tokens (classic). Then,

click the Generate new token button and select Generate new token (classic).
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Step 5: On the New Personal Access Token page, enter a token name and an expiry time. If you wish to manually revoke

the token, set the expiry time to No Expiration.

New personal access token (classic)

Personal access tokens (classic) function like ordinary OAuth access tokens. They can be used instead of a password

for Git over HTTPS, or can be used to authenticate to the API over Basic Authentication.
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What's this token for?

Expiration *

No expiration = || The token will never expire!

GitHub strongly recommends that you set an expiration date for your token to help keep your information secure.

Learn more

Select scopes

Scopes define the access for personal tokens. Read more about OAuth scopes.

] repo Full control of private repositories
[ repo:status Access commit status
[ repo_deployment Access deployment status
(] public_repo Access public repositories
[] repo:invite Access repository invitations
(] security_events Read and write security events
] workflow Update GitHub Action workflows

Step 6: Under scopes, select repo.

New personal access token (classic)

Personal access tokens (classic) function like ordinary OAuth access tokens. They can be used instead of a password

for Git over HTTPS, ar can be used to authenticate to the APl over Basic Authentication.

Mote

Coursera
What's this token for?
Expiration *

Mo expiration & | The token will never expire!

GitHub strongly recommends that you set an expiration date for your token to help keep your information secure.

Learn more

Select scopes

Scopes define the access for personal tokens. Read more about OAuth scopes.

repo Full control of private repositories
repo:status Access commit status
repo_deployment Access deployment status
public_repo Access public repositories
repo:invite Access repository invitations
security_events Read and write security events

] workflow Update GitHub Action workflows

Step 7: Scroll to the end of the page and click Generate token.

—| admin:ssh_signing_key Full control of public user SSH signing keys
write:ssh_signing_key Write public user SSH signing keys
] read:ssh_signing_key Read public user SSH signing keys

Generate token Cancel

Step 8: The token is now generated. Make sure to copy and keep note of the token as it will be hidden when you leave

the page. This token can now be used when connecting to a repository over HTTPS.

Personal access tokens Generate new token

Tokens you have generated that can be used to access the GitHub APL.

Make sure to copy your personal access token now. You won't be able to see it again!
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Personal access tokens function like ordinany QAuth access tokens, They

authenticate to the APl over Basic Authentication.

Note: If you lose the token, you can delete the old token and create a new one.
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When accessing a repository and using HTTPS authentication, make sure you have access/permission to connect, and

then just use the HTTPS address for the Git repository itself.
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Use Git or checkout with SVN using the web URL.
(3] Open with GitHub Desktop

[}) Download ZIP
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