
Example of a
Cybersecurity Incident Repo�

This repo� example is for a di�erent security event than the scenario presented in the
activity. This example should only be used to familiarize yourself with the expected repo�
format.

Pa� 1: Provide a summary of the problem found in the DNS and ICMP tra�c
log

The network protocol analyzer logs indicate that po� 443 is unreachable when a�empting
to access the secure employee background check website. Po� 443 is normally used for
HTTPS tra�c. This may indicate a problem with the web server or the �rewall con�guration.
It is possible that this is an indication of a malicious a�ack on the web server.

Pa� 2: Explain your analysis of the data and provide at least one cause of the
incident

The incident occurred earlier this morning when the human resources (HR) team repo�ed
that they could not reach the background check web po�al. The network security team
responded and began running tests with the network protocol analyzer tool tcpdump. The
resulting logs revealed that po� 443, which is used for HTTPS tra�c, is not reachable. We
are continuing to investigate the root cause of the issue to determine how we can restore
access to the secure web po�al. Our next steps include checking the �rewall con�guration
to see if po� 443 is blocked and contacting the system administrator for the web server to
have them check the system for signs of an a�ack. The HR team believes it is possible that a
ce�ain new hire may want to keep them from pe�orming the background check. The
network security team suspects this person might have launched an a�ack to crash the
background check website.


